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Introduction

I

organisaon regardless of its size:

t is a requirement of the Data Protec on
Act 19981 that all businesses handling
Personal Data have an Informa on
Security Policy in place.

• Legal / Compliance
• Financial

This Informa on Security Framework (ISF) will
help you towards mee ng that obliga on.
From a staﬀ / client /supplier perspec ve, it is
important that your business is seen to be
adop ng sound security principles in terms of
how you handle their personal and
conﬁden al data.

• Producvity
• Reputaon and Customer Conﬁdence

Risk migang measures (controls) should be
commensurate with the risks faced by the
informaon in queson. The DPA requires that you
apply controls that are both appropriate and
adequate, having regard to the state of
technological development and the cost of
implemenng any measures.

Somemes, for example payroll, although you may
have the processing of the data done by a third
party the responsibility for the data and its security
remains with you. You must take that responsibility
seriously, and cannot just rely on general
representaons by your supplier.

IT security is just one element that you need to
consider when developing a successful informaon
security policy or risk management strategy (RMS)
for your business.

For all businesses the DPA has to be the logical
starng point in developing an Informa on
Security Policy. Any organisaon failing to comply
with the DPA is guilty of a lack of due care, and
potenally leaving itself open to enforcement
noces and /or ﬁnes. This would result in negave
publicity and a loss of business.

Small organisaons are just as much at risk from
disaster and the “bad guys” as larger businesses.

The ISF contains over 100 appropriate controls for
your business covering:

Risk is not about the size of the business, it is about
what you do and the informaon that you hold.
Inevitably today all businesses handle conﬁdenal
data, not only on their employees but also their
clients and suppliers. Much of what you do is of a
me crical nature and neither you nor your staﬀ /
clients / suppliers can aﬀord for your IT systems to
be compromised or unavailable.

• Organisaon
• People
• Network
• Applicaon
• Systems
The controls address the 4 main risk areas for your

1
Since the 6th April 2010 the ICO has had powers to levy
ﬁnes of up to £500,000
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The need for a Framework

A

rguably, there are enough
standards and regula ons to
comply with, without introducing
an Informa on Security
Framework (ISF) to impose another burden.
Compliance with the law cannot, however, be
avoided and the ISF aims to help you achieve
compliance as cost eﬀec vely as possible.

The world has changed. Today, data is not only
held in paper based ﬁling systems, but also on
personal computers, network servers, and portable
devices like USB scks. Increasingly, data is also
transmi=ed over the Internet, via email, ﬁling
statutory records with HMRC, or processing online
(cloud compung).
There are 3 main reasons for using an ISF:

•

To ensure legal compliance with the Data
Protecon Act 1998.

•

To reassure people that their data is being
handled and processed safely.

•

To reduce the opportunies for fraudulent
use of data.

This framework encompasses OCTAVE21 principles,
a=ributes, and outputs and is suitable for the
needs of small and medium businesses. This
approach is also compable with other exisng
standards, for example, ISO 13335-2.
Organisaons that consider themselves outside of
the scope of this framework should consider
implemenng an Internaonal Standard such as
ISO 27001:2005

1 Operaonally Crical Threat, Asset, and Vulnerability Evaluaon
and OCTAVE are service marks of Carnegie Mellon University.
OCTAVE was developed at the CERT Coordinaon Centre (CERT/
CC). Established in 1988, it is the oldest computer security response
team in existence.
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Information assets

T

oday, the informa on created,
processed, and used by your
business is one of its most valuable
assets. The disclosure, compromise
or unavailability of this asset can severely
impact your organisa on, cons tute a breach
of laws and regula ons, and nega vely aﬀect
your brand name.

Secondly, the majority of smaller businesses do not
have the resources or personnel to address security
in a similarly intensive manner like large
corporaons do, and are therefore more exposed.
New technology allows small businesses to use
many of the same informaon systems employed by
large enterprises. In doing so small organisaons
expose themselves to many threats that were
tradionally associated with large corporaons.

The requirements of the Data Protecon Act,
disaster recovery, and business connuity
management means that ensuring adequate
security of informaon and of informaonprocessing systems is a fundamental management
responsibility.

Most businesses hold and directly process
conﬁdenal and sensive informaon on behalf of
their own employees, and also their clients and
suppliers.
Personal informaon, within the context of the Data
Protecon Act 1998, about clients / suppliers / staﬀ
can be held within the CRM system, various
applicaon soEware, but also within a markeng
database.

Directors and managers must understand the
current status of your informaon security
program, in order to make well-founded
judgements and investments that appropriately
migate risks to an acceptable level.

The loss or theE of this informaon would pose a
severe risk to any business. The knock on eﬀect and
loss of credibility of a single incident, whilst not
naonal news, could damage the reputaon and
business of your organisaon signiﬁcantly.

Informaon risks might lead to crical situaons
when extrapolated to vital business and legal issues
of the organisaon.
Thus, informaon risks may lead to more generic
and more crical risk categories such as:

As a business you will:

•

Process staﬀ payrolls

• Legal / Compliance.

•

Share conﬁdenal informaon with suppliers

• Financial.

•

Send emails with ﬁle a=achments

• Produc vity.

•

Receive emails with ﬁle a=achments

• Reputa on and Customer Conﬁdence.

and use many IT devices for example:

Many directors / managers think they are not at
risk because of the size of their business and
informaon assets. Most think that large
corporaons with more assets are the only ones at
risk.
This is not true. First, sensivity of informaon
applies to the quality and not the quanty of
informaon.
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•

Laptop / Desktop computers

•

Mobile Phone / Personal Digital Assistant
(PDA)

•

Blackberry

Understanding the 4 key risk categories
Legal / Compliance Risk

Produc vity Risk

This is the risk arising from violaons of or noncompliance with legal and professional
requirements. Legal or compliance risks can expose
a business to negave publicity, ﬁnes, criminal and
civil money penales, payment of damages, and the
voiding of contracts.

This is the risk of operaonal losses and poor
customer service delivery, as an eﬀect of lack of
adherence to basic processing procedures and
controls.
It usually refers to all cooperave producon
acvies that contribute in some way to the overall
delivery of a service. Producvity Risk is not
conﬁned to the use of technology; it can also be
the result of organisaonal acvies.

TheE of conﬁdenal informaon such as bank
details, ﬁnancial informaon, health informaon or
other personal data can also raise potenal risks
from third party claims. In recognion of
informaon security as a rising concern and a
mulfaceted issue, and in order to protect civil
rights and to ensure corporate liability, EU
Governments and the European Union have
established laws and regulaons which require
compliance by organisaons regardless of size or
industry.

The risk arising from inadequate or poorly
controlled systems and soEware applicaons used
to support the front oﬃce, accounng, or other
business units is captured in this risk family.
Inadequate informaon security management may
result in high producvity risks including high
operang costs, operaonal failures, poor
management decisions, and lack of privacy and

These regulaons mandate companies to
implement internal controls to safeguard against
informaon risks. They also aim at improving risk
management pracces and procedures.

disrupon of service to customers.

Financial Risk

Reputa on and Customer Conﬁdence

Lack of appropriate producon infrastructure,
management infrastructure, or staﬀ to execute the
organisaon’s business strategy can cause failure to
achieve the stated goals and ﬁnancial objecves
even in an apparently well managed and controlled
environment.

Perhaps the most diﬃcult and yet one of the most
important risks to understand is the risk of damage
to the business’s reputaon, an intangible but
important asset.
Will customers give a business their personal or
ﬁnancial informaon once they read in the paper
that a organisaon’s database was hacked into?

The inappropriate management of informaon
security can spill over to risks related to the ﬁnancial
stability of the business. Such risks, in turn, may
leave the door open to fraud, money laundering,
and ﬁnancial instability etc.

Will key employees remain at a business so
damaged? What is the expected loss of future
revenue?
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Risk profiling a business

T

From the matrix below you can see that many
businesses will be medium / high risk from a legal
and regulatory perspecve because of the customer
data they hold.

he ISF follows established
methodology and consists of 4 steps:

The reality is, that as smaller businesses have simpler
IT infrastructures, they are oEen more at risk than
their larger counterparts. Larger organisaons will
have more complex IT infrastructures and more
people. The task of managing the assets is therefore
oEen more onerous for smaller organisaons.

• Establishing a risk proﬁle for the business.
• Idenfying the organisaon’s assets.
• Selecng the appropriate controls for
those assets.
• Implemenng the appropriate policies.
The risk proﬁle matrix below is used to establish the
risk proﬁle for a business across the 4 key areas of
risk already idenﬁed.

Risk
Areas

High

Medium

Low

Legal and
Regulatory

Business handles customer
informaon of a sensive and
personal nature for example
medical or payroll records and
crical personal data as
deﬁned by the Data Protecon
Act 1998.

Business handles customer
informaon of a personal but not
sensive nature as deﬁned by the
Data Protecon Act 1998.

Business does not handle personal
data other than those of the people
working in the business.

Produc vity

There are more than 100
people who have a daily need
to access business applicaons
and services.

There are more than 50 people
who have a daily need to access
business applicaons and services.
A Network Server is installed.

There are less than 10 people who
have a daily need to access business
applicaons and services. There is no
Network / Server.

One or more Network Servers
is installed.

Financial

Yearly revenues of the business
exceed £3 million or/and
ﬁnancial transacons with
third pares or customers are
taking place as part of the
business as usual process.

Yearly revenues of the business
exceed £250,00 but are less than
£3 million.

Yearly revenues of the business do
not exceed 250,000.

Reputa on
and Loss of
Customer
Conﬁdence

Unavailability/lack of access to
customer data for a period
exceeding 48 hours.

Unavailability/lack of access to
customer data for a period
exceeding 24 hours but less than
48 hours. 10% of customer base
have online access to business
products and services.

Unavailability/lack of access to
customer data for a period not
exceeding 24 hours.

25% of client base have online
access to business products
and services.

No online access by customers to
products and services.

To idenfy the current or potenal risk level, highlight the risk area and read the descripon in each
column. Risk areas that are closer to the business proﬁle are chosen. The process is followed for every risk
area. At the end there should be a MATRIX highlighng the applicable risk level in each risk area for your
business.
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The Framework
The framework consists of 5 main elements:
• Collateral
• Controls
• On Line Assessment and Accreditaon
• Workshops
• Implementaon / Support

Collateral
The collateral consists of a number of guides,
standards and policy templates which are
available in electronic format.

This guide is the starng point but the other
guides will help you through establishing an
informaon security policy for your business.

Controls
Depending on the size of your business, over 100
Controls could be used to determine the most
appropriate polices and procedures for you.

For smaller organisaons it may seem as if there is
a lot of material to assimilate, and the process
may appear quite complex. However, as small
businesses will have fewer assets to consider, both
in terms of physical technology and people, it is
probably relavely easy to implement a sensible
policy.

Workshops
Various workshops are available throughout the
year. Please contact us for details.

Implementation Support

Larger organisaons with more assets and people,
possibly spread over mulple locaons have more
of a challenge. However, they will inevitably have
IT staﬀ to help address the IT issues.

There are a number of opons available in terms of
implementaon and support to help you develop
an eﬀecve informaon security policy for your
business:

It is important to remember however, that this is
not just about IT security, it is about informaon

Please contact us.

security.
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Online Assessment & Accreditation

T

he Online Assessments are an
integral part of the Informa on
Security Framework and provide
you with the perfect formula to
assess how well your organisa on is
protected from security threats.

What it does for you
• Easily and quickly idenfy what is required to
ensure a security policy is eﬀecve
• Improve your overall understanding of the
security that should be in place in your business
• Idenfy your “performance gaps” enabling you
to quickly address these and enhance your
security in all areas of your business

They are designed to enable you to idenfy and
address areas that leave you vulnerable through
weak security policies, whilst providing you with
accurate informaon about where to focus your
eﬀorts to address any gaps.

• Accurately safe-guard your business against any
possible security breach resulng in ﬁnes from
the ICO

An assessment will guide you through a series of
quesons that will smulate your thinking around
your security requirements. It will highlight
elements of security that you may not have
considered and assist you in developing a
structured and eﬀecve security policy to protect
you against future security breaches, whether
internal or external.

• A mul-level overview of not just your security
policies but the understanding of your key
people when administering these policies
• Business and individual strengths and
weaknesses provided in an accurate form
• Provides variability and depth of reporng
resulng in a full manual of where to make
improvements

The sole purpose of this assessment is to determine
and address the most important issues faced by
businesses today.

Who should use these
assessments?

The resulng report gives you a comprehensive
overview of your security as well as a manual to be
used for making improvements. Hints and ps are
embodied in the report, which are linked directly to
your results, making this a unique document that
will assist you in every aspect of developing an
eﬀecve and sustainable Informaon Security
Strategy.

All organisaons who are serious about protecng
their data and avoiding any possible ﬁnes in
breaching the Data Protecon Act.
Assessments should as minimum be taken by all
directors and senior managers, in addion in
certain areas of the business it may be sensible to
ensure that all members of staﬀ take assessments
regularly.
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For further informa on please contact us:
W: www.rombus.com
T: +44 (0) 870 702 1111
E: ac on@rombus.com

Informa on Security Framework
There are 5 guides available in this series:
An introducon to:
1.

The Informa on Security Framework

2.

Informa on Security

3.

The Data Protec on Act 1998

4.

Protec ng your Data

5.

Best Prac ce in Informa on Security

Legal No ce:
The informaon security Framework has been developed by the Internaonal Associaon of Accountants Innovaon and Technology
consultants (IAAITC) and includes contribuons form the European Network and Informaon Security Agency (ENISA) AND Northumbria
University.
The respecve trademarks and copyright of all contribung pares are acknowledged and all rights reserved. All third party trademarks
are acknowledged.
The ISF and associated materials reﬂects acknowledged best pracce and technological developments as at January 2011. This material
is for educaonal purposes only, and may not be copied, published, re-distributed or disseminated, in any form or by any means
(electronic, mechanical, photocopying, recording or otherwise) without express wri=en consent of IAAITC.
Neither IAAITC or contribung pares make nay warranes, expressed or implied in relaon to any of the material. Users of the ISF
should consider taking appropriate professional advice before acng on any issue raised.
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